Control your data with Azure Information Protection,
Office 365 DLP and Cloud App Security!
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Azure Information Protection
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Classification and labeling process
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Document Tracking and Revoke Permissions

Document tracking

Classify and protect - Azure Information Protection - Read-Only - 0 X

[Elj Information Protection Solution.pptx [£) View Permission 7] Track and Revoke @ Help and Feedback

o Sensitivity: M Confidential \ INOVIT Executives
Data is classified and protected. INOVIT executives can edit, forward, reply, print and unprotect.

The action can't be completed because the file is open in another program.

Document revocation




Cloud App Security
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Cloud App Security vs Office 365

App Discovery

Data control

Threat prevention

Cloud App Security

Discovers more than 13°000 apps and provides an
automated risk score

Provides ongoing risk assessment for discovered services
(usage patterns, upload/download traffic anonmalies)
Anomaly detection for discovered apps

Office 365 Advanced Security

= Discovers apps that have similar functionality
to Office 365
= Manual log upload

Policy setting and enforcement

DLP and data sharing controls all sanctioned apps
Identify and control apps connected to supported cloud
services with the availability to revoke access

Azure AD Premium for user and session access control,
SAML proxy for non-Azure AD customers for any app

= Existing Office DLP (E3 and above)

= Azure AD Premium for user and session
access control

= |dentify and control apps connected to Office
365 with the availability to revoke access

Alerts dashboard includes all policy violations, threat
detection and anomaly detection across SaaS apps
Manual or automatic alert remediation

= Anomaly detection and security alerts for
Office 365
= Manual or automatic alert remediation



Discover
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Investigate

Microsoft Cloud App Security
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Control

Microsoft Cloud App Security
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- Anomaly detection
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Protection

Gain cloud data Enforce DLP policies / 1%

visibility & control sharing v
Visibility to sharing level and Govern data in the cloud with Identify policy violations
classification labels granular DLP policies : o
_ | Investigate incidents and
Quantify exposure and risk Leverage Microsoft and 3rd party related activities

DLP engines for classification
Detect and manage 3" apps access 9 Quarantine and permissions

removal

Azure Information Protection settings

tomatically scan new files for Azure Information Protection classification labels and content inspection

Get more info in our Azure Information Protection integration







